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Beazley Group Report 
June 9, 2020

• 750% rise in 
ransomware in first 
six months of 2020
• Weaker security on 

home machines and 
networks
• Employees 

distracted and IT 
stretched thin - All 
threats predicted to 
accelerate



Ransomware

• Has become a scourge, 
especially in WFH environments
• Criminals often take your data, 

then encrypt it
• They demand two ransoms, one 

for the decrypt key and one to 
destroy your data – or they will 
sell/expose it



Business email compromise attacks (BEC)

• Spoofs a trusted individual (CEO/CFO) 
• Convinces recipient to send financial info
• Purchase gift cards
• Change an employee’s direct deposit info
• Fraudulent wire transfers – e.g. change invoice data to redirect payments to a known vendor
• 75% increase in first 3 months of 2020
• Whopping 200% increase each week from April to May



Cybercriminals 
never miss an 
opportunity

• They are fiercely attacking home networks – to 
get to the law firm network
• Extensive phishing campaigns, often using 

COVID-19 vaccine subjects to get people to click 
on a link or attachment



In a WFH 
environment 

employee training 
has never been 
more critical!

Be alert!!be 
stupid!



A Tug of War: Security 
vs. Convenience

•Multifactor authentication
• The perfect example!



Multifactor Authentication

Duo 
Security



A tug of war: 
Security vs. 
Convenience

• Password creation
• Password management
• Password reuse
• Password sharing



Ethics 
(the big five)

• Rule 1.1  Competence
• Rule 1.4  Communications
• Rule 1.6  Confidentiality
• Rule 5.1 Responsibilities of a 

Partner or Supervisory Lawyer
• Rule 5.3 Responsibilities 

Regarding Non-Lawyer 
Assistance 



Competent and Reasonable 
Measures

13

Qualified Consultant

Managed Service Provider (MSP)

Know it.

01
Learn it.

02
Get 
qualified 
help.

03





ABA Formal Opinion 
498: Virtual Practice

• https://www.americanbar.org/content/dam/aba/administrativ
e/professional_responsibility/aba-formal-opinion-498.pdf

• Standing Committee on Ethics and Professional Responsibility 
3/10/21

• Competence, diligence and communication (Rules 1.1., 1.3 
and 1.4)

• Confidentiality Rule 1.6 – are special precautions required?
• Apply all patches/security updates, use VPNs, have anti-

malware software
• Assessment of security, complex passwords, encryption, 

backup
• Cloud computing –use reputable company, ensure access to 

client data
• Must have data breach policy 

https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/aba-formal-opinion-498.pdf


ABA Formal Opinion 498: 
Virtual Practice

• BYOD policy needed, security training, ability to wipe 
devices if lost or stolen

• Video conferencing – must keep confidential at home or 
elsewhere, secure access to platform, inadvisable to 
record without client consent

• Disable IoT devices
• Secure way to exchange documents
• Designate mailing address
• “Available by appointment only” in “online instructions”
• Must be able to write/deposit checks, make electronic 

transfers, maintain full trust accounting records



Secure Configuration

• Strong password or passphrase
• Standard user account (not admin)
• Locking or wiping after x failed logon 

attempts
• Automatic logoff or shut down after x

minutes of inactivity
• Current operating system, applications and 

plug-ins, with all current patches
• Security software with all updates
• Encryption



Telework Essentials Toolkit





NSA May 7, 2020



Work and Learn from Home Securely
With the coronavirus disrupting business as usual, 
organizations and school districts worldwide are 
implementing work-from-home policies. Not only 
does this pose new challenges for organizations 
that lack the processes and technologies required 
to secure a remote workforce, it puts an even 
greater burden on families who must quickly adapt 
to a new way of working and learning from home —
and do so safely and securely.

https://www.sans.org/security-
awareness-training/sans-security-
awareness-work-home-deployment-kit

https://www.sans.org/security-awareness-training/sans-security-awareness-work-home-deployment-kit


• In transit
• At rest
• 2020 ABA Legal Tech 

Survey – 39% of lawyers 
use encryption when 
sending confidential data

Encryption



Disk Encryption 

Operating System:
• Windows BitLocker
• Mac FileVault 2

Software:
• Symantec Encryption (PGP)
• Kaspersky Endpoint Security
• DriveCrypt PlusPack
• Sophos SafeGuard
• WinMagic



Encrypted email

v Proofpoint
v Mimecast
v Microsoft 365 - Azure Rights 

Management
v Sophos
v G Suite and Gmail Virtru
v Citrix Secure File Transfer
v HP SecureMail
v EdgeWave
v Trend Micro
v Symantec
v Through some case 

management portals



Smartphones 
and Tablets

• Follow manufacturer’s 
instructions
• Use strong PIN or passcode
• Enable encryption
• Enable wipe after X failed 

log-on attempts
• Enable remote location and 

wiping
• Set auto timeout



Secure file sharing

• Encryption
• Password lock PDF, Zip, docx
• Version control
• Audit trail
• ShareFile



Use 
Business-

Grade Tech



Network 
connectivity

• Avoid using your home network, especially if it is shared 
with family members
• You are competing for bandwidth
• If you DO use it: 

• Make sure it has WPA2 or WPA3 encryption and change the 
default login password and default Wi-Fi name/disable remote 
administration

• Consider using a separate wireless network for work



Network 
connectivity
• Use the hot spot on 

your smartphone
• Speed may be a little 

slower but it is 
secure
• Avoid free Wi-Fi 

everywhere! Yes, 
even if you have a 
VPN



Next generation Wi-Fi

Wi-Fi 6

WPA3

Mesh networks



Remote access 
software

• Virtual Private Networks 
(VPNs)  

• Many firms have VPNs 
but check the licensing 
and capacity for your 
implementation!

• Retrain employees on 
procedures for using the 
VPN, especially for 
those who don’t 
normally connect 
remotely



VPN Alert!
• Bad guys are targeting 

them, especially with 
working from home – and 
there are vulnerabilities
• Make sure latest 

Windows/macOS security 
updates and patches are 
installed
• MUST use MFA (multifactor 

authentication) with your 
VPN and other remote 
access solutions



Connecting to 
your network 
from home

• Enable the Remote Desktop 
Protocol (RDP)? 
• It’s disabled by default - it 

exposes your firm’s 
computers to the internet
• Larger firms with Terminal 

Services have controls in 
place to safely use RDP



Other remote 
control solutions
• LogMeIn – common in smaller firms
• May be part of your desktop 

monitoring system (if you have one)
• Larger firms – often use Citrix or 

Microsoft Terminal Services
• Make sure you have both sufficient 

licenses and bandwidth
• Make sure you have MFA configured 

for both Citrix and your Microsoft 
terminal server 



Be professional!
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